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Instructions :
{  The Question Paper is divided in five Units. Each unit carries an internal

choice.

2. Attempt one question from each Unit. Thus attempt five questions in all.

3. All questions carry equal marks.

4. Assume suitable data wherever necessary.

5. English version should be deemed to be correct in case of any anomaly in
translation.

6. Candidate should write his/her Roll Number at the prescribed space on the

question paper.
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(F&¢ I/Unit 1)
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Define Information Security. Explain the importance of information security.

Discuss in detail the various external and internal threats to an information

system.
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What do you understand by ‘Security Threat’ and ‘Vulnerability’ in
information systems ? Discuss various types of malwares such as viruses,

worms, trojans, adware, spyware, ransomware and zombies.

(&8 I/Unit II)
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What are the major threats to e-mail security ? Define and explain the

principles of confidentiality, integrity and availability in information security.
(319E/Or)

4. fﬁ@ﬂﬁﬁﬂ%?m3{quymmemc§?ﬁmﬁtmqﬁﬂﬁ
fremmat ®t gom ) Wew yEniE ® oeren wifw

What is Cryptography ? Compare and contrast symmetric key cryptography
and asymmetric key cryptography with examples. Explain message

authentication.
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Discuss various types of attacks that occur on social networking sites.

Explain modern techniques for password management and protection.
(ATAVOr)
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Explain the various types of security threats present in cyberspace today.

Explain the concept of cloud security.
@& IV/Unit IV)
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Define cyber crime. Compare and contrast different types of cyber crimes

such as hacking, identity theft, cyberstalking and data breaches.
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Explain the functioning of electronic payment systems in the context of

e-commerce. What is a digital signature ? Describe the process of creating

and verifying digital signatures.
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(¥%1§ V/Unit V)
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Discuss the key provisions of the IT Act, 2000. Define Intellectual Property

Rights (IPR). Discuss the importance of IPR.
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What is cyber law ? What is the difference between copytight, patent and

trademark ? Explain each with suitable examples.
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